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How do you keep workloads secure in highly automated cloud
computing environments like AWS and Azure? Traditional security
products don’t work well in these environments. They require too
much manual effort to deploy and operate, and they don’t align
with modern processes like DevOps and containers.

CLOUDPASSAGE HALO DELIVERS
FRICTIONLESS SECURITY
CloudPassage has solved this problem. CloudPassage® Halo® is a workload security
automation platform that offers on-demand delivery of security controls across data
centers, private/public clouds, virtual machines and containers – at speed and scale. The
Halo platform integrates with automation and orchestration tools such as Puppet, Chef,
Ansible and Jenkins, allowing DevOps teams to operate efficiently while providing security
teams the validation they require.

CLOUDPASSAGE HALO
CONFIGURATION SECURITY MONITORING
Evaluate servers against the latest configuration policies in seconds with almost no
CPU utilization. Monitor your Docker configuration for conformance with CIS and NIST
benchmarks.
SOFTWARE VULNERABILITY ASSESSMENT
Scan thousands of images, containers, VMs and hosts in minutes to maintain continuous
exposure awareness.

SERVER ACCOUNT MONITORING		
Easily monitor who has accounts on which servers, what
privileges they operate under and how accounts are
being used.
FILE INTEGRITY MONITORING
Protect the integrity of your cloud servers by constantly
monitoring for unauthorized or malicious changes to
important system binaries or files.
LOG-BASED INTRUSION DETECTION
Monitor key server log files for events that should not
happen, indicating misuse, misconfiguration, or a
compromise.

CUSTOMERS

WORKLOAD FIREWALL MANAGEMENT
Easily deploy and manage dynamic host firewall policies
and assign them to groups of servers.
IMAGE ASSURANCE
Ensure images are trusted from the beginning to the end
of the software development lifecycle.
DEVOPS INTEGRATION
Integrate with common registries and CI/CD tools such
as Jenkins and Bamboo using our pre-built integrations or
any other tools with our rich RESTful API.

Where does CloudPassage fit into the cloud security landscape?

Founded in 2011, CloudPassage® was the first company to obtain a U.S. patent
for cloud infrastructure security. CloudPassage Halo® is a workload security
automation platform, delivered as a service, that provides visibility and protection
for data centers, private/public clouds and containers. Halo deploys in minutes and
scales effortlessly. Today, CloudPassage secures the infrastructures for many of the
Fortune 1000.
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